Abstract -Handwritten signature recognition is still the most widely accepted method to validate paper based documents. However, in the digital world, there is no readymade way to distinguish a real handwritten signature on a scanned document from a forged copy of another signature made by the same person on another document that is simply "pasted" into the forged document. In this paper we describe how we are using the touch screen of smartphones or tablets to collect handwritten signature images and associated biometric markers derived from the motion direction of handwritten signatures that are made directly into the device touchscreen. These time base biometric markers can then be converted into signaling time waves, by using the dragging or lifting movements the user makes with a touch screen omnidirectional tip stylus, when he handwrites is signature at the device touchscreen. These time/space signaling time waves can then be converted into a biometric bit stream that can be matched with previously enrolled biometric markers of the user's handwritten signature. In this paper we contend that the collection of these simple biometric features is sufficient to achieve a level of user recognition and authentication that is sufficient for the majority of online user authentication and digital documents authenticity.
INTRODUCTION
Modern society processes are rooted on written notarized contractual documents that then act as proof of certain actions or facts about individuals or other entities that result from many societal interactions like for example enterprises or persons establishing legal binding contracts between them. These paper based documents must then be laden with security artifacts that make them hard to forge and attest about the document authenticity, integrity and the time it was produced. They often act as root proof of important facts, e.g. to proof who is the owner of a property, if some payment was made and on what circumstances, prove what the monthly income is in an employee contract, etc. Over the years society evolved some overall well-accepted procedures and security artifacts that allow one to consider these documents as authentic and acceptable in a court of law, the most common of which is the handwritten signature and the embossing institutional stamp.
Unfortunately these highly accepted societal procedures base their security on the intrinsic physical properties of the paper that is used to print and hand sign or stamp these documents. For digital documents these physical security properties of paper do not hold anymore and therefore we need to adopt other security mechanisms if one wants to be able to produce digital documents with security properties analog to what can be cheaply and easily achieved with paper. In the real world, due to the physical characteristics of paper, handwritten signatures and embossing stamps constitute privileged ways to secure and attest the integrity and authenticity of printed documents. However in the digital world, there is no readymade way to distinguish real handwritten signature on a scanned document from a forged copy of another signature made by the same person on another document that is simply "pasted" into the forged document. As soon as one paper document, with a real handwritten signature, is digitalized anyone who can access a copy can then use the digitalized handwritten signature to impersonate the signature owner in every other kinds of digital documents, by simply pasting an image of the handwritten signature into the forged document. This is why one can only safely attest on the authenticity of a handwritten signature that is made on the original physical paper document. This is rather unfortunate because this implies a waste of paper resources and the involvement of a trusted third party (a notary service) each time a copy of the original document is needed. This process is obviously quite expensive and highly inefficient.
The standard accepted method of authenticating digital documents is using digital signatures based on X509 digital certificates. This is a well-accepted legal method to secure digital documents. However, due to its technical complexities, certificate based digital signatures are still not well accepted by the general population. One as only to remember that for example a great percentage of the Portuguese population already has an identification document ("cartão do cidadão"), capable of performing legal binding digital signatures, but that almost no one uses. Culturally, at least in the western world, the general public still has more affinity and can more easily relate security with a visual analysis of handwritten signatures. This has been true historically and is still valid today [1] .
Unfortunately, this imposes severe restrictions on the widespread use of digital documents as an acceptable source of proof for society business processes, thus severely limiting their applicability and use. As a result the great majority of societal processes, which require signed documents, will keep using paper documents. This makes the entire process much more expensive and slower, with enormous societal costs as a whole. Typically, the great majority of bureaucratic processes suffer from this problem.
With this work we want to start building a better bridge of confidence between the general public digital documents based whose security is based on the unique characteristic of biometric markers that can be derived from the dynamics of movement of the human hand when it performs a handwritten signature, something everyone on a western culture is trained to do. From these we can then derive security digital artifacts to include into digital documents, to attest their authenticity and security. We strong believe that security mechanisms for digital documents, based on what people are already used and trained to do, to secure paper based documents have a more chance of success and general acceptance then the more classical, but less well accepted approach of securing digital documents with the technically more challenging certificate based digital signature mechanisms.
II. ARCHITECTURE
Our proposal is based on a biometric online authentication infrastructure, which authenticates a user based on the dynamics of his hand movement when he performs a handwritten signature in the screen of a tablet or mobile phone.
To be authenticated a user will first need to be enrolled into the system. During this process, he will be asked to introduce a couple of reference handwritten signatures that will be used to build a biometric template reference that will them be used to authenticate him online. In order to refine the users template practice the user is asked to repeat his signature several times.
On Fig. 1 we can see an overview of the systems overall architecture. The enrollment procedure proceeds as follows:
 The user starts by requesting a new ID. This ID will be associated with his handwritten signature.
 The system confirms the creation of a new ID and generates a QR code based on that ID that is displayed on the screen. This QR code contains a URL that directs the mobile device browser to a canvas based HTML5 web application, where the user is invited to draw his signature. At the same time this web app collects biometric markers from the user's pen movements on the mobile phone or tablet screen.
 The user points his mobile device with a camera to the QR Code. The device decodes it and opens the web HTML5 application referenced by the QR Code.
 The signature is acquired and sent to the users enrollment server.
 The enrollment server returns feedback to client, which includes a bitmap of the drawn signature ready to be integrated into a digital document.
This work-flow can be used as means to enroll a new user's handwritten signature as well as to biometrically authenticate a user by the way he writes his signature on the mobile phone or tablet screen. 
III. METHODS OF VERIFICATION
Handwritten signatures are very convenient and culturally very well accepted by the general population at large. Much less is known, however, about whether people perceive handwritten digital signatures on devices screens to be symbolically equivalent to traditional hand signatures on paper. Some studies demonstrate that although the functionally is the same, handwritten signatures on devices evoked markedly different psychological reactions than more traditional signatures written on paper. Namely, electronically handwritten signatures evoked a weaker sense of the signer's presence and involvement. This weaker sense of social presence, in turn, induced negativity: people were more likely to discount the validity of an e-signed application than of an identical application signed by hand directly on paper [1] .
On other side, on the market, there is no an effective way to use handwritten signatures in digital documents in a secure way.
Signature verification may not be an easy problem to solve. We have to guarantee the authenticity of the user, but completely guarantee it is nearly impossible.
Since this system is a biometric system, FRR (False Rejection Rate) and FAR (False Acceptance Rate) rates are applied. As far as we are capable to reduce these rates, the better the biometric system becomes. The lower its EER (Equal Error Rate) the better is the biometric system.
A. Types of verification
There are two ways of using digital representations of handwritten signatures:
 Offline or static -in offline verification, the signature is drawn on paper and then digitized. The result is a bitmap image that can be incorporated as an image into any digital document that supports the inclusion of images. Since the image is simply scanned, all information regarding the time/space dynamics associated with the drawing of the signature are lost.
 Online or dynamic -in online verification, the signature is drawn on the digitizer device. There are specialized devices for this purpose, but general purpose devices like smartphones and tablets are also able to acquire the signature. Specialized devices are better for acquire signatures because they have better resolutions and the result has more precision and feature dimensions. For example off the shelf tablets or smartphones do not have pressure sensors on their screens.
Our focus is on online authentication because it offers a much higher security level than offline signature verification [2] .
B. Verification Process
The verification process is divided in several phases: data acquisition and preprocessing, feature extraction and classification [4] . Next is a brief explanation of each one:
 Data acquisition and preprocessing -first of all, the data should be acquired from the user by using a device. Then, the data should be preprocessed in order then to be stored.
 Feature extraction -in this phase, all features used on comparison are extracted from the signature, for example, if the method is based in acceleration, then acceleration should be extracted.
 Classification -after the features are extracted now is possible to compare the signatures and produce a result, saying if the signatures match or not.
C. Data Acquisition
The first step in handwritten signature verification is to acquire the signature. In the market there are several devices capable of acquiring digital representations of handwritten signatures. They can differ from each other allowing acquiring different parameters, thus changing the accuracy of the signature verification.
Mobile devices have been sold all around the world and they can also be effectively used to acquire the signature. Typically, they are able to acquire position, time, when the pen touch starts and when it ends. But there are specialized devices which are capable to acquire other parameters, like pressure, force, direction of movement and pen inclination [4] .
Despite its apparent lack of sensory features when compared to more specialized devices, mobile phones constitute a good option because they are nowadays almost ubiquitous. However they can have a small input area and poor sampling frequency, making the signature data collection less accurate [3] . However we contend that just sampling pen position/time can be sufficient to accurately authenticate a user when he writes his signature on a smartphone or tablet screen.
D. Verification Methods
To verify a handwritten signatures is not easy and can be a complex task. The main goal is to guarantee that a forger cannot replicate the signature. It can be very difficult to achieve because if the forger knows exactly how the original signature should look like, with sufficient time and practice he will be able to forge it. It is therefore our objective to make the forger's task as hard as possible. Towards this goal we can employ several different signature verification methods.
Next we will present some of them and a small description:
 Euclidean distance -this method is based on distances measurements. The distance between the test signature and the reference signature should not exceed some threshold [4] [6].
 Dynamic Time Warping -this method measures the difference between two temporal series. Those temporal series can have different speeds (consecutively different accelerations), but the similarities can be detected in walking patterns. This algorithm was originally used in speech recognition [7] .
 Support vector machine -this method is a type of learning machine for pattern recognition and regression problems, which constructs its solution in terms of a subset of the training data, the Support Vector. The method is popular in various pattern recognition problems because it provides very good results [8] .
 Neural networks -this method is a statistical method used in machine learning and is inspired by biological neural networks (which is the case of brain) and are used to estimate or approximate functions with large inputs and those functions are generally unknown. 
IV. DISCUSSION
Our proposed verification method has been tested by sixteen people, each one of them drawing and checking his signature on the developed system. There were four people trying to forge those signatures, by just looking at them.
The algorithm used in this work to verify the signatures was the Euclidean distance, as mentioned before. This is a very simple and intuitive method that is also very easy to understand and to implement. It constitutes also a good way to start working and to become more knowledgeable about this subject. Our algorithm work as follows:
 First of all, the user has to register his signature. To do that, the system asks the user to sign five times. This is used by the system as training.
 Once these signatures are gathered, they are translated to the origin and scaled to the size of the biggest signature.
 The system then calculates the mean signature. The signature is segmented by touches and lift ups. Each segment will start when a touch down event is detected and will end when a touch up event occurs.  We also calculate the average maximum distance and the average maximum difference time between all signatures.
 To verify if a signature matches with the reference signature, a similar process is used: it is also segmented, parameterized and interpolated in the same way. Then is compared the time difference and the distance between the signature and the mean signature. The distance should not exceed the values calculated in the previous step. If it exceeds, the algorithm will consider that the signature doesn't match.
On Fig. 2 we can see a diagram to better understand how all this process works.
The Fig. 3 shows what the input made by the user looks like and the resulting signature after calculating the mean signature. One big restriction of this method is requiring all signatures to have the same number of segments. This is intrinsically related with how the algorithm works. But, on practice, this cannot be a problem. Since each user will sign in the same way, he will produce a signature that will have always the same number of segments.
But sometimes this may not happen, especially if it is a forger. In this case, the algorithm answer immediately that the signatures does not match. This can happen because sometimes users can sign slightly different from time to time, or by imprecisions of the devices, or they can have some mistake during the drawing and they try to correct or simply by some intentional touch.
An important factor that might have implications in the results is the number of samples per second that the devices are able to read. If the number of points read is too low, this can lead to serious implications in the result, making it very inaccurate. With the tested devices, we were able get around 60 points per second, which is enough to have a good shape of the signature.
Other important parameters for signature recognition are, beyond read the position and the time, the pressure and the pen inclination. Using these parameters will increase the accuracy of the recognition because each user has its own characteristic way to apply force and incline the stylus against the touch device when writing. But, usual touch devices like smartphones are not able to detect these parameters, so we can't use them.
A. Results
First, we started by implementing the mean signature (parameterization and interpolation also because is required to calculate the mean) and the average maximum distance. Only with that, we were able to start to compare the signatures and get some results.
After, we implemented the translation to origin and signature scaling. The translation to origin will allow to the place where the user signs not influence the results. If the translation is not applied, the user can sign a bit far from where usually signs and the algorithm will produce a negative answer. Regarding to scaling, this allows to the process to be independent of the size which with the user signs. The main reason is because we want the device's size do not influence. If the signature is made in a bigger device, the users tend to draw bigger and vice versa. But by using this method make it even hard for signature's author to verify his own signature, especially if the calculated values for average distance and time are small. On the one hand, we want make it easy for authors verify his signature, but on the other hand, we want it hard verify positively a forged signature. This point is known as EER (Equal Error Rate), is when FRR (False Rejection Rate) equals FAR (False Acceptance Rate).
In order to improve the method, we started multiplying the average maximum distance by a multiplier, increasing (or decreasing if smaller than one) the space where the signature can land in comparison with reference signature.
By analyzing TABLE I. we can determine what the best multiplier for the average maximum distance is. The table is sorted by the column EER and the value shown is the difference between FRR and FAR. The column Distance Mult is intended as the multiplier, and Author Accept, Author Reject, Forger Accept and Forger Reject the number of signatures with the respective description. So, we conclude the best multiplier is 1.7, which have the EER value closer to 0.
But, until now, we have just dealt with distances comparisons. We can still improve the results by including the time in the process. Next, we will talk about the implementation of these improvements and results it achieves. To implement time verification, we can apply a similar method that we have done for distance.
When calculating the mean signature, the mean time can be also calculated. Each segment can be parameterized and interpolated in time, like what has been previously done for time. When the average maximum distance is being calculated, we can also calculate the average maximum difference time in the same way.
Like what happened before for distance, if the average value for time is used, it makes harder to verify positively the signature. So, we have to introduce a multiplier for the average time, making the time window larger.
On TABLE II. we can see the study of the multipliers variation. But now, there are two parameters that can change: the multiplier for time and for distance. The table is sorted by EER (which is the difference between FRR and FAR) and it could be extensively long, so some values are missing. Looking at the table, the best values are 3.7 for time multiplier and 2.6 for distance multiplier, but there some entries with the same value for EER. Once the EER value is negative, the best answer will be upwards, meaning in this case the smaller multipliers.
Using the time in the signature verification, we were able to make it around 10% more effective, not only by giving better results for false positives, but also by improving the false negatives.
V. CONCLUSION
Using the Euclidean Distance it is possible to start verifying handwritten signatures by just using distances. It is also possible to obtain meaningful authentication results that tell us whether it is the legitimate user which is signing or if he is being impersonated by some other person.
However if a user is specialized in forging signatures, he will probably be able to make a successful forgery. If the legitimate user creates his reference signature based on more similar signatures, it will help to avoid this problem because the means for time and distance will be smaller.
Using the time dimension for the verification process improves the results. In this case, the improvement was 10%.
We believe that further refining the all process by using speed and acceleration will help to achieve better results.
Handwritten signature verification is an important step for the general massification of digital legal documents. The main reason being the use of handwritten signatures in documents still is, and will be in the foreseeable future, the culturally dominating accepted form of authenticating them.
VI. FUTURE WORK
The method proposed in this work is still far from being able to be considered safe to be used on real applications. Nowadays does not yet exists a well-accepted solution to this problem and this constitutes an active area of research where it is still possible to make very meaningful contributions.
In order to achieve better results, we will have to implement a more efficient method. A good option could be Bayesian Neural Networks because it enables to learn the very characteristics of the signer and making the recognition more accurate.
The testing process also has to be improved. The number of signers and forgers should be larger in order to test a variety of situations, closer as possible to reality. To do so it is planned to publish the system with CRACS/INESC members, which are around 750 members.
Another improvement to be made is to test the system with devices that are able to acquire pressure and inclination to compare with the accuracy achieved by simply using time/positioning and thus better understand how these extra parameters could affect the result and what the real practical improvements that could be obtained with a larger dimension space set of biometric features.
